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BRAINWAVE GRC

Identity Analytics Leader

Automate and Simplify

your Compliance
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Identity Analytics experts since 2010

2021: Privileged Governance Services

Offices in Europe and North America

Thousands of worldwide users

5-star reviews on:
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JEUX, SPORT

SANTÉ PROTECTION SOCIALE

BANQUE SERVICE FINANCIER

TRANSPORT

PRODUCTION, DISTRIBUTION 

ENERGIE

SERVICES, MÉDIA, TELECOM

SECTEUR PUBLIC
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Automatic

Provisioning

Manual 

Provisioning

ITSM IAM

Permission 

Catalog
Catalog of 

business profiles

Approval

process
Demand

management

Theoretical rights

PAM

APPS DATA

CLOUDINFRA

Real rights

Business profile 
review process

Variance review
process

Controls

Access review
process

Analytics Reporting

Remediation
process
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Compliance functionalities – Identity Analytics 
Platform

Inventory

Control plan Review
Dashboard

Search Analytics Data enrichment

• Rebuild the access rights chain
• Calculation of indicators (risk 

scoring, volume, etc ) 
• 360° view of acces rights 
• Comprehensive view of IS 

accesses
• Understand who has access to 

what
• Follow any changes

• Dedicated reports ready to use 
(Orphan Account, ROI analysis, 
… ) 

• Timeline analysis
• Cross tab access right analysis
• Get assistance in making 

decisions, by using indicators
• Build your own analytics from 

web

• Compliance review (manager & 
application owner review) ready to use

• Web based configuration and 
administration 

• Real time progress follow up
• Include remediation & compliance fix 

check
• Compliance Reports

• Complete identity information 
with manager link

• Complete application 
information

• Complete permission 
information with sensitivity, 
descriptions, tag, approvers

• Verify control points of the enterprise 
security policies

• Browse through control points
• 140 controls point out of the box
• Add new specific business control point
• Identify areas of risk and prioritize 

remediation actions
• Native consistency control between 

requested rights in IAM/ITSM (theoretical 

rights) and access rights

• Powerful synthesis tool dedicated to RSSI, 
Applications Owner, line manager

• Add dashboard web based configurations

• Share dashboard to end users 

• Navigate from dashboard to control point, 
KPI ad analytics

Data collect

• Collect applications access 
right, infrastructure access 
(servers, filers, PAM, AD, etc), 
physical access

• Collect IAM access request
• Add new data sources (csv) 

form web portal
• Allow business to update their 

own data (with automatics 
format controls)

• Build your own review process
• Dedicated review interfaces
• Compliance report

Need 

UAR
• Separation of Duties controls based on 

business activity 
Need 

SoD
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Identity Analytics is the science of 

analyzing access rights.

IDENTIFY

who works in the 

company and 

who has access 

to what

CHECK

automated 

verification through 

policies and 

recertification

DETECT

anomalies and 

define the level 

of risk

MITIGATE

and correct

the problems

RECOMMEND

rights to be 

assigned to users

Descriptive Diagnostic Predictive Prescriptive
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Rebuilds the Access Chain and the Identity Context

All data is correlated in a single data model

Identity 

Analytics

HR

App

s

Data

Infra

Clou

d

DIR.

PAM

IGA
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Value Based on Continuous Monitoring

Browse back in time

Identify 

all 

changes

keep 

persistent 

information
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Privileged Governance
IT General controls, recurring monitoring of 

privileged rights governance, remediation 

automation, Governance Dashboards

Compliance Review
IT General controls, recurring monitoring of access rights 

governance, User access review management, 

remediation automation, Governance Dashboards

SoD Controls Monitoring
SoD Matrix, Business activities governance, SoD

violation Dashboards

HR

Identity 
Analytics

IAG

DIR.

App

s

Data

Infra

PAM

Cloud

IGA

IGA Booster and Role Mining
User access rights analytics, theoretical access  

rights controls, Top-down approach, role creation 

campaign management, role catalog

Data Access Compliance
IT General controls, recurring monitoring of access 

rights to unstructured data, Governance Dashboards

✓

✓

✓

✓

✓
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Example of a dashboard
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Analysis and data quality control
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Contacts

…
38-42 rue Gallieni
92600 ASNIERES-SUR-SEINE
FRANCE

…
84 rue Notre-Dame Ouest, Suite 100
Montréal, QC H2Y 1S6
CANADA

www.brainwavegrc.com

http://www.brainwavegrc.com/

