BRAINWAVE GRC

Identity Analytics Leader

Automate and Simplify
your Compliance
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About Brainwave GRC

» |dentity Analytics experts since 2010
» 2021: Privileged Governance Services

» Offices in Europe and North America
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» Thousands of worldwide users

5-star reviews on:
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Brainwave, control organ in an [AM ecosystem
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Real rights

GRC
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Automatic
Provisioning

Demand Approval @ Manual
management pProcess Provisioning
Usiness profiles Catalog /

Theoretical rights :

! Controls Analytics Reporting
L Variance review Access review Business profile Remediation
process process review process process

Remediation




Compliance functionalities — Identity Analytics

Platform
*fﬁg Data collect ): Inventory t{‘. Search Analytics ) ? Data enrichment

K Collect applications access \ K Rebuild the access rights chain\ / Dedicated reports ready to use\ / Complete identity information \
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r(lsge':\t/;?:r(f]ilsgrzc;LXI?AOESG;C) + Calculation of indicators (risk (Orphan Account, ROI analysis, with manageriin
physica'l accéss o I scoring, volume, eic.) = ) . . + Complete application
. Collect IAM access request + 360° view of accesrights + Timeline analysis information
. Add new data sources (csv) + Comprehensive view of IS + Cross tab access right analysis
form web portal accesses + Get assistance in making - Complete permission
Allow business to update their * Understand who has access to declisions, by using indicators information with sensitivity,
own data (with automatics what Build your own analytics from descriptions, tag, approvers
\ format controls) J \ Follow any changes J \ web j \ ' ' J
\
. 15
\/ Control plqn /g Review N7 Dashboard
K Verify control points of the enterprise \ f Compliance review (manager & \ f Powerful synthesis tool dedicated to RSSI,\
security EOHCI?‘]S | application owner review) ready to use Applications Owner, line manager
+ Browse through control points + Web based configuration and
. Lﬁjodcon"o's P*'{;flf EUT‘Of the b0;< - administration + Add dashboard web based configurations
° new specirnc business ;O.n. rol poin e Realtime progress follow up
. |demicf’Y areas of risk and prioritize + Include remediation & compliance fix « Share dashboard to end users
remediation actions check
« Native cc;lnsis:]engy Ic,:l\r;lt/'l.%l\t;legvlzeen I « Compliance Reports + Navigate from dashboard to control point,
requested rights in theoretica \ J KPI ad analytics
\ rights) and access rights / p \ /
( + Build your own review process
* Separation of Duties controls based on + Dedicatedreview interfaces
business activity + Compliance report

N\ S
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ldentity Analytics is the science of
analyzing access rights.

Descriptive Diagnostic Predictive Prescriptive

IDENTIFY CHECK DETECT MITIGATE RECOMMEND
who works in the automated anomalies and and correct rights to be
company and  verification through  define the level the problems assigned to users
who has access policies and of risk

to what recertification
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Idenhty
Analytics

Rebuilds the Access Chain and the Identity Context

Why? Who has access? How? To what? Who did what to
what objects?
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Organization '—

oA BoRo @ok

S Identities Accounts Permissions Use (log)
and Groups

LL.

Responsibility

All data is correlated in a single data model
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Value Based on Continuous Monitoring

Busing

Respg

Organizatio

Business Rols

&

Responsibilit)

\

Who has access? How? To what? Who dld what to

Who dld what to

Who has access? To what?

? Who has access? ? 2 Who did what to
@ B®

Organization F\

d -

Business Role

BoMRo @dow

' Identities

d

Responsibility

Accounts Permissions Use (log)

and Groups

4l Browse back in time D

Identify
all
changes

keep
persistent
information



= ldentity Analytics Delivers Automated Governance
[~ a]
HR
DIR. Compliance Review ) — v
IT General conftrols, recurring monitoring of access rights
governance, User access review management,
@) remediation automation, Governance Dashboards

Privileged Governance
0 IT General controls, recurring monitoring of
4

privileged rights governance, remediation

Data automation, Governance Dashboards
—>
— Q Identit ™ Data Access Compliance
= »eo) enfity IT General conftrols, recurring monitoring of access

ral Analytics rights o unstructured data, Governance Dashboards

Vo A .
@ IGA Booster and Role Mining 5
& User access rights analytics, theoretical access
Cloud rights controls, Top-down approach, role creation
0 campaign management, role catalog
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SoD Controls Monitoring
SoD Matrix, Business activities governance, SoD
violation Dashboards




Compliance mapping, reporting and dashboards
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Samantha SCHWARTZ Details g

Details Security Model Access Controls Analytics Decision history

Identity Position Colleagues Team Managed organisations Managed resources

HRcode  |DO000032
Firstname Samantha
Lastname SCHWARTZ 61 4 1 1

A +53 N -1 -
Fullname Samantha SCHWARTZ
RISK RANK MAX RISK LEVEL NB OF RISKS
n n &g &
Search identities &
HR code ¥
First name v Last name ¥
Email ¥
Organization short name ¥ Organization name ¥ Q
Switch to free search
HR code First name Last name Email IRisk Rank Max Risk Level Nb of risks I:
ID0000848 Sophia FOX sfox12@acme.com 1 Bs 17
ID0000743 Victor WALKER vwalker10@acme.com 2 Bs 20
ID0000566 Sonya LAWRENCE slawrenc16@acme.com 3 Bs 14
ID0000068 Willie CLARKE wclarkel8@acme.com - Bs 18




™ Example of a dashboard
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BRAINWéﬁafCE_ ﬁ‘ﬂ Identity Analytics Platform = () KIMBERLY PRATT ~
>
Analytics per Organization et 2 3
Organization | Financial Division Lo apply )
% FINANCIAL DIVISION KPI % ACCESS NB PER APPLICATION ¥ JOBS IN FINANCIAL DIVISION
s . s SAP ACCESS 106 -»
CASHPOOLERACCESS 1 -»
ELYXO ACCESS 95
11 B n 2 0 HORIZ ACCESS 6 >
SALESFORCEACCESS 1 -»
- N-9 - N-9 SAGE ACCESS 1 -
NB OF IDENTITIES NEWCOMERS IDENTITIES WHO HAVE LEFT IDENTITIES WITH NEW JOB
% TOP 10 DEFAULT CONTROL NB PER IDENTITY IN FINANCIAL DIVISION ¥ RISK RANKING PER IDENTITY IN FINANCIAL DIVISION
46 23
40 20
35
30 15
25
20 10
15
10 5
: [T
0 Jenna LAMBERT Jan WRIGHT Henry FIELDS Gerard MCDANIE Moel HOGAM ﬂManueI BEMNETT Marshall BAKER Ron JOHMNSTON : Amelia TAYLOR Terrence CHAVEZ

Ron JOHNSTON Emanuel DUNCAN Samantha SCHWARTZ Darr}rl COOPER Marshall BAKER Phillip TORRES Samantha SCHWARTZ Melinda COX Winston GRANT Tony NELSON
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Example of a dashboara

BRAINWAVE hﬂ Identity Analytics Services @ DAMIEN.BESSON@BRAINWAVE.FR ~
>
Analytics per Application
Application | SALESFORCE v [ appy |
% SALESFORCE ACCESS ANALYSIS % 5FIRST ORGANIZATIONS PER IDENTITY N % 10 FIRST JOBS PER ACCOUNT NUMBER

Analysis of the Identity Context and check of the
security policies related to the selected

Pre-Sal & France nager
- Advisor
-Jtiue Assistant
-Marketing Officer
0 5 0 15 20 25 30 35 1
%7 RISK RANKING PER IDENTITY HAVING ACCESS TO SALESFORCE %7 NB OF IDENTITIES HAVING LEFT THE COMPANY AND HAVING ACCESS TO SALESFORCE
192 29 22
20
150
100
) . l l l
0 0
Elena KNIGHT Michael D JONES Estelle SWANSON Van SWANSON 10/07/2021 10/07/2021

Esther GARCIA EIIIS FERGUSON Lydia TAYLOR Lorena STEVENSON Grady WOOD
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aumwggg hﬂ Identity Analytics Services @ DAMIEN.BESSON@BRAINWAVE.FR v
>
Controles référentiel rarage Z 8
Référentiel ACME . [: Appliguer :]
% PERIMETRE ACME % TYPES DE COMPTE % GROUPES PAR NIVEAU DE SENSIBILITE
~ 5cl
aaa 435 8 Enter mins Adi tors
py s o 410 1 38 #
~ -31 > >
COMPTES ACTIFS GROUPES APPLICATIONS
Domain Admins
COMPTES UTILISATEURS COMPTES TECHNIQUES COMPTES ORPHELINS
% CONTROLES SUR LES COMPTES % CONTROLES SUR LES COMPTES % CONTROLES SUR LES GROUPES % CONTROLES DE QUALITE
COMPTE RESIDUEL 52 A.34 COMPTE UTILISATEUR REACTIVE 0~ GROUPE VIDE 177 7.4 COMPTE DESACTIVE 2 5
COMPTE ORPHELIN 7% - COMPTE TECHNIQUE REACTIVE 0 - UNIQUEMENT AVEC DES COMPTES DESACTIVES 2 COMPTE SANS NOM D'UTILISATEUR 3
COMPTE DORMANT 3% A COMPTE ORPHELIN REACTIVE 0 - CONTIENT DES REFERENCES CIRCULAIRES 2 A.2 INCOHERENCE SUR LE NOM DU COMPTE 0 -
COMPTE VERROUILLE 0 - COMPTE RESIDUEL REACTIVE 0 - GROSSE VARIATION DU NOMBRE DE COMPTES 0> GROUPE PUBLIC 0~
COMPTE UTILISATEUR MDP SANS EXPIRATION 263 1.263 COMPTE IDENTITE INACTIVE REACTIVE 0 - NOUVEAUX COMPTES ET SENSIBILITE ELEVEE 0 > GROUPE QUASI PUBLIC 124
COMPTE TECHNIQUE MDP SANS EXPIRATION 12 COMPTE JAMAIS UTILISE DEPUIS SACREATION 2 - NOUVEAUX COMPTES ET SENSIBILITE EXTREME 0 - GROUPE SANS DESCRIPTION 100% -
COMPTE ORPHELIN MDP SANS EXPIRATION 26 A.15 COMPTE RESIDUEL TOUJOURS UTILISE 0 - PERMISSION ELEVEE VIA GROUPE PUBLIC 0 - GROUPE SANS SENSIBILITE 98% -
MOT DE PASSE TROP ANCIEN N A7 COMPTE IDENTITE INACTIVE TOUJOURS UTILISE @ - PERMISSION ELEVEEVIA GROUPEQUASIPUBLIC 0 -
MOT DE PASSE NON NECESSAIRE 160 N-306 PERMISSION EXTREME VIA GROUPE PUBLIC 0 >

MOT DE PASSE NE PEUT ETRE CHANGE 0 - PERMISSION EXTREME VIAGROUPQUASIPUBLIC 0 -
TENTATIVE D'USURPATION DE COMPTE 0- o
[ )




I.IJU M 1
= Analysis and data quality confroil \ .
g Détails du Groupe EU-Quality ¢

“:M'P Cc‘m; Ao;t o oo @ Analyse des groupes similaires pour ACME

ACME / EU-Quality Seuil de similarité | 10% ¥ nombre de comptes minimum | 10 -

A, :
CN=EU-Quality, OU=Users,0U=ACME,DC=acme,DC=corp

Emtpy group description Analyse Détails

Comptes Identités Ressources
) ) o Groupe ¥ foo IF
Nombre direct 1 Nombre direct 1> Nb applications [
Nombre total 4 Nombre total 4 > Nb shares [
Groupes parents Sous groupes
& Nom Commentaire
+ EU-Public-Quality Emtpy group description
Références circulaires détectées , GROUP358 Emipy group description
+ GROUP40 Emtpy group description Groupe de référence ¥ F

Application Data Library
Application Add-in
BlpreductgData_IT

“ Gestion des comptes orphelins ELYXO
Application Upload Libraries

Synthése de la réconciliation  Liste des comptes réconciliés  Liste des comptes orphelins

GROUP39
Filtre... )
Qutsourcing
Cod Date del Fiabilité de | Régle d
Login Nom Nom de lidentité anmpte . © ‘.’,a. !a ”.e. e. @ .eqe ‘[? . g 4
technigue réconciliation réconciliation réconciliation Marketing-Review
KALLEYOO Melissa KALLEY Melissa KELLEY 07/10/2020 10:54:51 FUZZY_USERNAME Marketi ng_value
FLOYD10 Allen FLOID Allen FLOYD 07/10/2020 10:54:51 FUZZY_USERNAME X
Marketing-Data
FULLER11 Johanne FULLER Joanne FULLER 07/10/2020 10:54:51 FUZZY_USERNAME
Sales-MarketArea-OperationsFrance-Research
ROBERTS3 Joana ROBERTS Juana ROBERTS 07/10/2020 10:54:51 FUZZY_USERNAME
L UL ] |
COOPER12 Christopher COOPER Christopher COOPER 07/10/2020 10:54:51 3 FULLNAME_USERNAME
HANSONS Jaime HANSON Jaime HANSON 07/10/2020 10:54:51 3 FULLNAME_USERNAME
SWANSON10 Estelle SWANSON Estelle SWANSON 07/10/2020 10:54:51 3 FULLNAME_USERNAME
COLE1 Luke COLE Luke COLE 07/10/2020 10:54:51 3 FULLNAME_USERNAME
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ITGC controls, SoD, and review / recertification

BRAINWAVE

review the rights for Purchasing &

Account Owner Permission assignments = C i
Selected items: 1
Filter.
Application display name ¥ e SAP ElL. Sa.. SAP
Permission display name V = & & risk level Display name
éo.\lﬁ éé&\ f@ é\ A £j2 unused account
& &
$ > gn AD enabled reconciled accounts

o‘*«%%
é,%%%
0% %

N

20
2,

N

%, %

i)
24

%,
O\
%

Identity full nameV  Account login V ¥

Dale VASQUEZ 1D0000391 @ 9 © 9 9 9 e v 9 9
lan LEE 1D0000433 © 9 © L ¥ 9 v v v e
Johnnie BROOKS 1D0000423 @ © © 9 © 9 @ 9 9 9
Leslie HODGES 100000521 Y Y YW Y v v vy wae
Mike UNDERWOOD ID0000495 © 9 9 L ¥ Vv v v v e
Perry GUZMAN 100000215 @ 8 9 ¥ w v v v e
Roland HALE 1D0000381 © 9 © 9 @ 9 @ 9 @ @
Saul DEAN 1D0000393 Y 9 ¥ 9W Y v v v e w
Terry CHANDLER 1D0000485 Y Y Y © v v ¥ v v v
Arthur FARMER 1D0000357 9 9 9 9 9 9 9w @ Access review for Financial Division
Noah OLIVER ID0000165 © @
Account Owner Permission Controls Statistics
Willard ZIMMERMAN 1D0000197 9 @ ( ) ][ @ j[ - j[ ) j[ - j[ P j groupby | Identity name | v
Luis MORENO 1D0000119 @ . Filer.
liter...
Arthur FARMER AFARMER12 ) risk level Display name
e status Login Application Identity name HR code Risk level Permission comment

e . o] T T T ———  e—
Leslie HODGES HODGES ) = Nouser name

DELGADOS8 Elyxo Abraham DELGA.. 100000425 User
Mike UNDERWOOD MUNDERWO19 & Unused account

ADELGADO13 Sage Abraham DELGA.. 100000425 SAGE User N
Roland HALE RHALE17 ) =] User password is too old
Saul DEAN SDEAN19 © _-_______

@revoke WALSH15 Elyxo Adam WALSH 100000307 User Leaver
Arthur FARMER FARMER4 @
@revoke AWALSH17 Sage Adam WALSH 1D0000307 Ei SAGE User Leaver
Dale VASQUEZ VASQUEZ8 )
fan LEE LeErs 5 _-_______
% D SINGLETONZ2 Elyxo Albert SINGLETON 1D0000367 User
D @Ok SINGLETON Sage Albert SINGLETON 1D0000367 E]A SAGE User
128entries lefttoreview ] Hide reviewed entries ) @ ID0000367 SAP Albert SINGLETON 1D0000367 =3 Z21_BAT
D (%] IDO000367 SAP Albert SINGLETON 100000367 E?S ZGUIXT
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“Role mining Market Area France

| 4

Progress

Show only identities in selected role

Organisation ¥ fi= [T DCOMFR SCOMANFR DCOMFR SCOMA._| 5... Roles | Identity
Employee type ¥ Internal C..
MName ¥
=y =y g
X Tl X drmi
& A, 4 s _é" F Gﬁ & il
R R R S S
F T F e & & écs" L ' base
TN g e e i i < iy ik P
Application ¥ Permission' ¥ ¥ S T S A S R I T o : d ExpenzelAccounting
SAP Management indicatars W W W ' ' W W W W W ' W W W v W W Sales
Consultation repository providernivd ' %W W ¥ ¥ W ¥ VM ¥ W ¥ ¥V ¥ ¥ ¥ V¥ ¥ ¥ W
Consuhation repository providernivd ' % W ¥ ¥ W ¥ ¥ ¥ ¥ ¥ ¥V ¥V ¥ ¥ V¥V oy oy oy Count: 4
Clzims management intervention W W W ' ' W W W W W ' W W W W W ba
EE
SugarCRM  SUGAR CRM User Vv oW v v X
Sales base permissions
SAP Management applications A" T
P o permissions in role
Certification service is LA A
Gestionnaiare local stocks AT Permission
Claima management intervention
Local procurement manager W W W ') ' W
; . G - p - - p p Censultation repository provider niv3
nventery Manager
. . Ceonsultation repository provider nivd
Managing requests for appropriate MOV W
s s indicatars
Approving requisitions LEV A T T Management indicatars
Approving requisitions niv2 " " " T T
Quality Manager vovyov Vv Y
Store Manager VoW v

Approving requisitions niv3
pecplein role

vovov
; -
v

Catcher VOV OV VWY
Receipt of goods - v v OV v v fullname
. R ) Ana RICE

Approving reguisitions nivd W W W v W W

Approving purchase requisitions v ¥V OV vV v v Carlos HOLT

Accounting Manager W " W W "] v Donald UNDERWOODD

Expenze Manager HR W 1" W v W W Garrett WARNER

Expensze Manager "] 1" W W W " Iaaal}\%USTIN

General Manager W W W v W v Ismael CLARK
SugarCRM | SUGAR CRM Administrator W Iarael KIM

W Count: 18

SUGAR CRM Superlser

W W '
—
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38-42 rue Gallieni
92600 ASNIERES-SUR-SEINE
FRANCE

I~

84 rue Notre-Dame Quest, Suite 100

Monftréal, QC H2Y 1Sé
CANADA

www.brainwavegrc.com



http://www.brainwavegrc.com/

