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Evidian IAM Offer at a glance Evidian
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Suite Identity and Access Management Evidian
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NTT Comware - Systems integration Evidian

NTT 1,177

Challenges

Subsidiary of NTT group, formerly IT department
60+ in-house applications with proprietary authentication mechanism

Replacement of legacy in-house developed Web-SSO system to comply with SAML enforcement policy of
NTT group

Authorizations stored in NTT Comware LDAP Directory

Synchronization of corporate AD users to NTT Comware LDAP Directory
Replacement of physical Load Balancer

Architecture requirements: Specific requirements, HA, AD/LDAP infrastructure

Solution Benefits

Evidian WAM for unique authentication across NTT Comware applications Enhanced security with enhanced authentication

Turn legacy access to SAML Service Providers policiesand NTT group rules Compllah§e .
Specific development to support legacy authentication mechanism Packaged solution to support other affiliates with same
IDSynchro for synchronizing ID from corporate AD to OpenLDAP with attributes challenges

Evidian Safekit for Load Balancing and HA in replacement of physical legacy system Exptort of Packaged solution to external NTT Comware
customers

Reduced costs of help desk, operation and
maintenance of in-house products
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FOYER Assurances Evidian

Challenges

> Several subsidiaries, each with its own customized access portal but single authentication for all
> Employees, partners and customers profiles with different access
> Access to services through native mobile application with integrated authentication
> Customer needed a web Single Sign-On across several applications, with adaptive authentication depending
on security level required and based on the user rights policy
Regulatory requirements: full audit, reports to comply and provide proofs to regulators
Architecture requirements: Multi-sites, 24x7 access, LDAP infrastructure
Manage corporate user life cycle: process automation and access governance

Solution Benefits

Evidian WAM for sharing authentication across several dedicated customers portal > Enhanced security with reinforced authentication
SSO to public and private applications policies and identity governance

State of the art authentication for native mobile applications Improved customers experience

Adaptive and multifactor authentication. Reduced costs of help desk & operation

Evidian IGA to manage identities and authorizations based on extended RBAC (Role Based Access Control) Reporting capabilities for administrators, internal
model with approval workflow. audit and regulatory compliance

Evidian Enterprise SSO for intranet access to thick client applications Automated user Life Cycle management based

on reliable identity sources
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Assistance Publique - Hopitaux de Paris Evidian

ASSISTANCE HOPITAUX
PUBLIQUE DE PARIS

Challenges

Define and manage a unique identifier for each employee. of the 38 hospitals

Allow hospital designed administrators to manage user's life-cycle.

Make mobility easier for the employees.

APHP needs to implement Strong Authentication to comply with French Health Regulations.
Implement multiservice card system for logical and physical access.

Allow doctors to connect and access patients' medical records from their office.

Solution Benefits

Evidian IGA to define & maintain a central user repository. 52&32?;“ ;Zsit(;sefgg Q/ e&?: C?/SS j gﬁ (;Tgaa?: olz\;eta:g?gr

Defined a security policy and implement user life-cycle workflow process to manage and trace access grants patients: Evidian IAM Suite is managing 130 000+
Delegated administration for their own employees and ensured employee mobility. employees live cycle, performing automatic
Evidian EAM allows usage of the French Health smartcard to authenticate and provides SSO to access the provisioning to 15 business applications through an
applications EAI Bus.

Evidian WAM allows doctors to access to patients’ records from their own office in a secure way. Simplification of the identity management process:
users authenticate using a multiservice smartcard

and benefits of SSO.

Mobility and security: External access to the patient
information is granted to some doctors
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AGIRA -GPSA Evidian

Challenges

Provide an authentication, access control and user management system for 10000+ users in more
than 150 organizations.

Let each organization manage the user and right's life cycle accessing to several applications.
Be able to define different levels of User Administrators.
Provide Federated Identity services.

Solution Benefits

AGIRA benefits from a managed services
solution: simplification and reduced
infrastructure and maintenance.

Users administration delegated to each
identity to reduce opérational costs and
improve efficiency.

Reinforced access security with federation of
identities.

Evidian IGA and WAM to managed distributed User and Right's Life Cycle, Authentication and
Authorization.

Enabled local administrator and local access for every 150 organizations with identity
management and federated identity-based authentication and authorization.

Managed Services set-up hosted and managed by Atos.
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Ordre National des Pharmaciens Evidian

Ordre national
des pharmarciens

Challenges

High complexity: 118 000 registered pharmacists, thousands of inscriptions and radiations a year, with 250
employees, 800 consultants and distributed to 21 French regional councils, delegations in the DOM and an
office Brussels.

Implement a Security data repository, in a security architecture to grant and control access based on
individual rights

Implement a Directory Management system: white pages, yellow pages

Set up a Self-service process and emergency access.

Allow the audit of the policy and access for compliance

Policy: Automate the management of access rights and delegate the rights approval procedure. Business driven governance of access and
authorizations.

Evidian IGA solution allowed the CNOP to
implement procedures and automate identity and

- ‘ ‘ ) . N user management for each arrival of pharmacist
Evidian IGA and associated security services (Web Authentication, Web SSO, provisioning, workflow, and assistants by providing access to the

reconciliation..) to implement governance of access, role management with registration and deletion of users. applications and on-line services that are
Secured corporate website and availability of secured services through intranets or extranets. provisioned automatically.

Benefits

Solution
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Conformite Evidian
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Y i Suite Evidian IAM
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Exigences GDPR . E-SSO uMgsa';Zrlon o

Enterprise Access Management

Accés aux données

Modification & Suppression
Limitation de traitement
Notifications & consentement
Portabilité des données

Sécurité du Traitement
Gouvernance basée sur le risque

Audit & Controle
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WAM Value proposition Evidian

|dentity Federation
Pour tous les usages: B2E, B2B and B2C

Digital transformation
Un point d'acces unique aux applis traditionnelles et
modernes

Authentification
Large choix de méthodes d'authentification

Intégration facilitée dans l'infrastructure
WAM Connect SDK, portail d'acces

Evidian IAM: une suite integrée
Pour la gestion des identités et tous les scénarios d'acces

Evidian WAM
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Applications traditionnelles




Reverse Proxy / Web-SSO
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Reverse Proxy / Web-SSO Evidian

Web-S50

« Pasde des applications
« agent-less /

. des pages a la volee

Formulaire d'authentification

HT TP Basic Authentication

NTLM v2 / Kerberos (IIS)

HTTP headers attributes injection
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Reverse Proxy / Web-SSO Evidian

Ameélioration de la securite

* acces permis uniguement par
HTTPS

filtrage des URLs

gestion du cycle de vie des mots
de passe

Délégation d' authentification

 gestion du paysage applicatif
legacy

pour les applications maisons

injections des attributs
necessaires

activation de SAML/OIDC pour
les applications traditionnelles

19 | dd/mm/yyyy | © Atos - For internal use




Fedération d'identite




Identity Provider

Web
Access

trust domain
authentication Ma nager

I
access SaaS apps salesforce

anytime, anywhere, anyhow
£ Dropbox

Applications SaaS
Service providers




Fédeération d'identite Evidian

Support etendu des protocoles de

; Iﬁ“ﬂ _,j;».‘f"ﬂ \,;,‘____:;f: \ \:;.- f’ 1 ] B ;;a’jﬁ * Open | D Con neCt

* \WS-Federation

Mais plus qu'un Fournisseur d'identités
« Fournisseur de
. - Les scénarios partenaires
« "Justin Time provisioning” avec Evidian IGA
OAuth 2.0 pour le monde
clients lourds
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Protection des APIs




API Protection

1. Authentication Web
2. Consent ACCGSS
Manager

OAuth
provider

5. Oauth 6. OAuth Token
3. OAuth Token Token Validated

==

4. API req Token 7. API reqest
R > Web Party - | Resources
) Access API +—— | Provider

9. API response 8. API response

s Manager Mgmt

User / K

Application API Proxy API server




Protection des APIs avec OAuth 2.0

Fournisseur de jeton OAuth

» Client credentials grant => two legged

» Authorization code grant => three legged
» Implicit grant => three legged
+Reseuyree-OwnerPassword-Credentials

* Fournisseur de jeton OAuth

» Device code grant => loT

Proxy d'APIs
Evidian ou tierce partie
Filtrage sur les verbes
gere en tant que collection d'URL
metriques de monitoring
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Partenaires /

Proxy d'ldP




IdP Proxy / IdP / IDSynchro

G Suite

servicenow
oo

Web Access
Manager
IdP
IdP proxy

1] Office 365
Local User
Directory

/,7>~ Resources
,o@ provider
+

- Internal web
9 Evidian applications

Partner 4 DA




Authentification




Authentification Evidian

Methodes d'authentication incluses
 Evidian Push Authentication / Evidian QREntry”
« email, SMS, TOTP (OATH)
» Delegation d'authentification tierce (RADIUS/SAML)
» Certificats X509
FIDO 2
Authentifications nationales ou sociales
Simplement mot de passe!

Authentifications Second ou Multi-factors

« Combinaison de methodes

« Chague méethode se voit attribuer une force

» step-up authentification - pour une durée donnee
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Evidian Authenticator Evidian

L 'authentification par notification Push
Authentification sans friction : one touch authentication
une notification est envoyee a chague demande

Authentication Request

d'authentification el
protection par empreinte digitale ou PIN code

facteur supplémentaire possible : badge RFID

enrolement du smartphone par l'utilisateur

Pour plus de securité

 construit sur des principes cryptographiques eprouves

« contexte anti-usurpation

 notification lors de la modification du profil de l'utilisateur
« Egalement client TOTP

30 | dd/mm/yyyy | © Atos - For internal use




Evidian Authenticator
'\": sﬁlls'dhtchEERlQUE

EN SANTE
E-CPS : La carte CPS dématérialisee
* D'un niveau de securité equivalent a la CPS
Pour les usages en mobilite..

. et pour étendre l'usage de la CPS

Utilisable aupres de nombreux services en ligne, depuis tablette,
smartphone et poste sans lecteur de carte

La carte physique n'est plus indispensable une fois son enrolement effectue

Pro Santé Connect :
» Fournisseur national d'identité sectoriel pour les professions de santé
* Permet lauthentification par e-CPS (et CPS classique)

+ Compléetement supporte par Evidian, pour simplifier son integration dans un
paysage IT existant
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Evidian
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Adaptive Authentication

Location 9 EVldlaH

Decision Engine

Resources

Time/Date

Browser DNA %
]
\ API

External Context




Authentification contextuelle Evidian

Contexte d'Authentification

* browser DNA

e ressources ¢ _ L Lﬁ
* localisation _ (— tober

N ol=1alallgle '

Contexte externe
« API'REST de gestion du niveau de risque externe
« Serveur de risque inclus (fast security level switch)

Browser DNA
« 8 profils
 Notifications email/SMS a chaque nouvel environnement
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Experience utilisateur




Portail d'acces Evidian

Portail integre
« Prétalemploi
» Plusieurs portails personnalises possibles

Reverse Proxy

» Modification de la page a la volée
» Personnalisable

« Attention a la maintenabilité

Integration par le “‘connect’ SDK
» Le style de la page est conserve

» Facile a deployer

« Maintenabilite accrue
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Self-service utilisateur Evidian

Self-Administration of my identification

O Evidian
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Auto-enregistrement

L'enregistrement des clients doit étre simple et rapide
» dicté par les standards actuels
« renseigner un formulaire exhaustif peut étre un frein

Enregistrement implicite

* quand un consommateur utilise son identite sociale lors
de sa premiere visite

* avec tous les fournisseurs ¢ v

T @
Pour les utilisateurs existant : l'account linking
« sans perte dinformation

Il est toujours possible d'utiliser des formulaires
complets
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Evidian




Confiance des utilisateurs Evidian

Deux exigences
+ Respect reglementaire

***k

» Respect de la vie privee

| 'utilisateur est en controle
» Avec son propre tableau de bord
» Et la possibilite d'acceder et de modifier ses donnees

Gestion du consentement integree
* Aumoment de l'enregistrement
* Ou a posteriori depuis le portail

Signalement d'activités malicieuses « one-click »
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